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2.0 LOGIN

2.1 Overview of Login

a. Logging into ProviderinfoSource is easy — the Provider Login window is
conveniently located on the Public Home Page. After you login, you may access
all the features available on the Secured Home Page, including patient eligibility
and claim status information. You also may send a secure message to Customer
Service or your Network Specialist with any questions or issues pertaining to your
participation in HealthLink network programs. By the end of this Login section,
you should be able to do the following:

1. Login successfully.

2. If needed, successfully request a reminder of a forgotten User ID/Password.

3. If needed, successfully request a reset of your account status if your account
is suspended or locked out.

2.2 How to Login

Note: If you are a participating provider and would like to start
using ProviderinfoSource, but have not established a User
ID and temporary Password, please navigate to the web
address http://providerinfosource.healthlink.com and click
Not reqgistered? Reqister today. You will be asked to
complete a few simple steps to get started. For more
detailed documentation on self-registering, please see this
user guide section 14, Administrator Tools — Self
Registering.

a. Navigate to the web address: http://providerinfosource.healthlink.com

b. Enter your User ID and Password and click the button (Figure 1).

User 1D
Faszwond:
[case sensitive)

By logging in you sgres to the terms listed in the User Agresment.

The ProviderinfoSource Manusl is svsilable under the Help S=ction.

Figure 1. Login—Public Home Page.
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If you have previously logged in, the Secured Home Page will display with
additional menu options like Patient Eligibility and Claim Status (Figure 2).

C.

January1,2015  Welcome

ProviderInfoSource®
Q Find a payor L dit My Profile @ Help

— e e

Physicians, Hospitals, Important Updates

aﬂd Othef Hoaﬂhcare > Health Alliance and HealthLink, Inc. Network Agreement
Professionals ! Termination

HealthLink offers new claim status,
eligibility, and other secured features.
My Requests

» 1 Pending Requests
» 0 Unviewed Requests
» 0 Viewed Requests (within last 14 days)

My HealthLink Messages

HealthLink

| The ProviderinfoSource web site makes extensive use of the Adobe Acrobat Reader
plug-in. This plug-in will allow you to view the various documents throughout the
ProviderinfoSource website. If you do not already have the plug-in, click on the logo

to download the Adobe Acrobat Reader plug-in.
> Inbox 0 messages, 0 unread

My Network Specialist i
> Sent 0 messages

Holly Jarvis

Figure 2. Login—Secured Home Page.
d. If you have not previously logged in, the following windows will appear.

1. Step 1 User Agreement — The User Agreement outlines the terms of using
ProviderinfoSource. By using ProviderinfoSource, you agree to the terms of
use. If you agree with the terms of use, check the box labeled “I agree to the

Terms and Conditions”, and click the button.
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Figure 3. Login—Step 1 User Agreement.

2. Step 2 Security Question — Select one of the available security questions to

be used to verify your identity, type your answer, and click the
button (Figure 4).

Login

Step 1 Step 2 } Step 3 Step 4
User Agreement Security Question Set Password User Profile

Second. we need for you to provide a security question and answer that will be used to verify your identity when dealing with Customer Support or automated user profile tasks

Please choose a security question, and then type the answer you will use
Question What is the nzms of yo
Answer

» Indicates a Required Field

ECTT T

Figure 4. Login—Step 2 Security.

3. Step 3 — Set Password — Type and re-type your unique Password, and click
the m button (Figure 5).

Note: For Password guidelines, please see the field descriptions
at the end of this section.

Step 1 Step 2 Step 3 } Step 4
Set Password 7

User Agreement Security Question User Profile

Passwords must meet the following requirements: Is 8 - 20 characters in length. includes both letters and numbers. does not contain 3 or more consecutive characters from your
user ID. does not consecutively repeat a number or letter more than twice. and does not contain spaces or special characters (&»<")

New Password

Re-type Password

» Indicates a Required Field

Figure 5. Login—Step 3 Set Password.
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4. Step 4 — User Profile — Enter the information requested, and click the
button (Figure 6). For Password guidelines, please see the field
descriptions at the end of this section.

Step 1 Step 2 Step 3 Step 4

User Agreement Security Question d User Profile

p

Finally, we need more information for your user profile. This will help our Customer Senvice staffto better help you. Please enter the following for the Provider organization location
you work with the most

Location Tax ID Number.
Location Street Address
Location Zip Code w [123¢4

Allow HealthLink ProviderinfoSource to contact me by postal and electronic mail
Allow Mail Contact

» Indicates a Required Field

Figure 6. Login—Step 3 Set Password.

e. When the Thank You window displays (Figure 7), click the ProviderinfoSource
Home Page link. This will direct you to the Secured Home Page.

Provider Login (_]5]

completing your Provideds 0

2.3 Password Expiration
For security reasons, you must change your password at least once every 150 days.

a. From 120 days to 150 days, when you login, you will see the following message,
stating that your password is expiring soon. You can enter a new password as per
the displayed requirements and click . If you choose not to change your
password, you can click (21185, then OK. The Home Page will display without
changing your password.

Your Password is expiring soon, Please type a new Password for the account.
Please click on the cancel button, If you want to reset the password later.

Pazsword: B3

Re-type Password: =
Pas=zwords must meet the following requirements
Iz & - 20 characters in length.

b
% =
MYz B

crobat Reader plug-in. This plug-in will allow you

site. If you do not already have the plug-in, click m
Figure 8. Login—~Welcome to ProviderinfoSource—Thank You.

Does not conzecutively repeat a number or letter more than twice.

{ 4
& Includes both letters and numbers.
i Does not contain 3 or more consecutive characters from your user ID
Dees not contain =paces or 2pecial characters (8=<")

» Indicates a Required Field
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b. After 150 days, when you login, you will see the following message. Please enter,
then re-enter a new password, and click il You will be unable to login until
you change your password. Clicking [®=1j[e=]] will display the public home page.

Your Password is Expired. Please reset your Password,

Pazzword: B

Re-type Paszword: B ol
Pas = muzt meet the fellowing reguirements:
Iz & - 20 characters in length.
Includes both letters and numbers.
Dees not contain 3 er more consecutive characters from your user ID.
Dees not consecutively repeat a number or letter mers than twice.
Does not contain spaces or special characters (8=<").

» Indicatez a Required Field

eader plug-in. Thiz plug-in will allew you
b ou do not already have the plug-in. click

Figure 9. Login—Welcome to ProviderinfoSource—Thank You.

2.4  Field Descriptions
a. Following are descriptions of the fields in the ProviderinfoSource login window.

b. Fields — Provider Login (Figure 10)

Figure 10. Login—Provider Login Fields.

Table 1. Login—Provider Login Fields.

Field Description

User ID This will be the User’s permanent User ID. Following are the requirements:
1. 6-12 characters in length

2. Does not contain spaces or invalid characters

3. Does not start with a number

4. Does not start with two letters followed by all numbers.

Example: “Peas1289”
This User ID is 6-12 characters in length, with at least 4 letters and 2 numbers.
Password When the user logs into the account for the first time, they will be asked to create a

permanent Password. Following are the requirements:
1. Is 8- 20 characters in length
2. Includes both letters and numbers
3. Does not contain 3 or more consecutive characters from your user ID
4. Does not consecutively repeat a number or letter more than twice
5. Does not contain spaces or special characters (&><")

Example: “Spring1234”
This Password is 8-20 characters in length, with 6 letters and 4 numbers, and does not
contain spaces or special characters.

m Button By clicking Login, ProviderInfoSource will validate your User ID and Password. If both
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match the information on file, you will be logged in to the Secured Home Page.

Forgot User ID or ProviderinfoSource allows you to retrieve forgotten login information by validating your
Password? identity with your security question, Zip Code and valid email address.

Not registered? ProviderInfoSource will provide instructions advising how to obtain a User ID, either by
Register today. calling Customer Service or by contacting your own organization’s provider
administrator.

User Agreement A link to the user agreement containing the ProviderinfoSource terms of use.

2.5 Logout

a. For security purposes, it is important to logout when you are finished using
ProviderinfoSource. After logging out, your requests and information will be
available the next time you login.

To logout, click either the logout button located at the top right of the window, or the logout link near the lower
right corner of the window (

b. Figure 11).

Ootober, 2014 Weieome

ProviderinfoSource®

i

Physicians, Hospitals, i Important Updates
and other Healthcare > Emdeon ePayment o HeatnLin Sste of s enbers
Professionals > IMPORTANT MESSAGE: State of linois Funding Delay Update

HeathLink offers new claim status,
eigivity, and other secured features.
My HealthLink Messages

> nbox 3 mes

> Sent 1158m:
e Adobe The ProviderinfoSource web site makes extensive use of the Adobe Acrobat Reader pug-n. This plug-n wil slow you
Reader 1o views the various documents throughout the P roviderinfoSource websfe. I you do not already have the plug-in, lick

on the Iogo to download the Adobe Acrobat Reader plug-in I = T L e

My Network Specialist 7 JJ Customer Service Hours 3 Quarter 2014 n-Touch Newsletier feature articles: Meet Your Network Consultant, ProviderinfoSource

Enh s and much
We could not determing your Network Speciaist. fancements and much more

Please call Network Services at 300-524-2355. Monday -Friday 800 M- SO0PI(CET)

Saturday - Sunday  Closed " 3" Quarter 2014 In-Touch Newsletter

Holidays Closed

TOLL FREE 800-624-2356 Provider Resources

Please note: To keep your login account from going inactive,

logon at least once every 30 (tiry} days. Find Provider communications and information related to HealthLinks policy and g’ _fes, standards and
requrements. Waich for updates on HeallnLink Payors, administrative servi Biner relevant information

‘Thank you for your suppert and cooperation.
> Administrative Manual

> Healh Aliance Payor Arrangement

> HIPAA Updates

> Land of Lincoln Health

> Ohio HB125 Information Center

> State of linois: Provider Reimburseme;

Provider Satisfaction Survey

HeakhLink Network Services wouldIke to invie you to
take a short survey. ¥ our feedback is mportant to us
in how we can better improve our service to the > Updated Utiization Management L
provider community.

*Click Here" to complete the survey.

{ Fing.a Payer | My profie | tieip | Contact My Netwerk Consulart | Contect s | Logows |

Figure 11. Logout—Logout Button.

c. You will be directed to ProviderinfoSource’s Public Home Page.

ProviderinfoSource’ HealthLink

Y el
& Help

e e e

Physicians, Hospitals, Ny B 9 1 ogin
and other Healthcare s
Professionals 2 ) Password =3

(case sensitive)
HealthLink offers new claim status, Forgot User ID or Password?
eligibility, and other secured features. y Not registered? Register toda,

By logging in you agree to the terms listed in the User Agreement,

The ProviderinfoSource Manual is available under the Help Section

aAdobe | The ProviderinfoSource web site makes extensive use of the Adobe Acrabat Reader plug-in. This plug-in
Reader will allow you to view the various documents throughoutthe ProviderinfoSource website. If you do not
"~ already have the plug-in, click on the logo to download the Adobe Acrobat Reader plug-in

Figure 12. Logout—Public Home Page.
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2.6

Frequently Asked Questions (FAQ)

If you were not able to login successfully, this Frequently Asked Questions (FAQ)
section offers you assistance. There could be several reasons why you were not able
to login, from a misspelled User ID or Password to a locked out account. This section
describes possible scenarios, along with solutions that will lead to a successful login.

Question:

How can | get a User ID?

Answer:

If you are a participating provider but your organization has never used
ProviderinfoSource before, please navigate to the web address
http://providerinfosource.healthlink.com. Go to the Provider Login window and click
Not reqgistered? Reqister today. You will be asked to complete a few simple steps in
order to get your User ID and Password.

Each registered organization has a provider administrator. If your organization is
registered, and you know who your administrator is, contact that person and request
a User ID and Password. If you do not know who your administrator is, or you do not
know whether your organization is registered, please call ProviderinfoSource

Customer Service.
Table 2. Login—Customer Service Contact Information.

Customer Service — ProviderIinfoSource
Hours:  8:00 to 5:00 CST, open business days
Phone: 800-624-2356

Recorded messages after 5:00 PM CST

Question:

What if my account is suspended, terminated, or locked out?

Answer:

Try logging in again by clicking Return to Provider Login Page. This displays the
Public Home Page. Re-enter your login information and try logging in again. If the
Login Failed window displays again, please contact your organization’s provider
administrator and request that your account be re-activated. Or contact
ProviderinfoSource Customer Service at 800-624-2356.

Note: Users have 6 attempts to login. After the 6th failed
attempt, the account will be locked.

Suspended or Locked-Out accounts can be re-activated
by provider administrators. Terminated accounts are
permanently inactive (a new account must be created).

To keep your account from going inactive, please login at
least once every 30 (thirty) days.

2.0 Login
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Question:

What if | misspell my User ID or Password?

| navigated to ProviderinfoSource’s Public Home Page and entered a User ID and
Password, and after clicking the following window displays (Figure 13).

Please try again.

Your request could not be completed. The User ID and Password combination you entered does
not match our records.

If you feel that yau have received this message in errar, return to the login page and enter your

Lagin Infermaticn again.

Return to Provider Login Page
Forgot User ID or Password?

Figure 13. Login—Login Failed.

Answer:
Either the User ID or Password you entered is misspelled, or does not match a
registered ProviderinfoSource user record. Complete the following steps:

1. Click Return to Provider Login Page.

Re-enter your login information and click the button.
If the Login Failed window displays again, click Forgot User ID or Password?.

Follow the prompts to request your User ID or reset your Password.

a s wDn

You may also contact your organization’s provider administrator or contact
ProviderinfoSource Customer Service.

Question:
What if | forgot my User ID or Password?
Answer:
1. Navigate to the ProviderinfoSource Public Home Page.

2. Click Forgot User ID or Password?.

3. When prompted, select User ID or Password, enter the characters shown, and
click the button (Figure 14).

Figure 14. Login—Retrieve Login—Select.
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4. User ID

a) If you select User ID, type your email address and Zip Code, and click the
button (Figure 15).

Note: If the email address does not match ProviderinfoSource’s
records, then an error message will display. If this
happens, verify your email address is entered correctly, or
click to go back to the Public Home Page, or
contact Customer Service.

Provider Login

Please provide the following information. If it matches our records, we'll send the User ID to this address in an email message

Email address

Zip Code

» Indicates a Required Field

%

Figure 15. Login—Retrieve User ID.

b) If the email address matches the email address in ProviderinfoSource’s
records, your User ID will be emailed to you.

c) When you receive the email containing your User ID, click the Go to
Provider Login Page link and enter your login information (Figure 16).

Provider Login ae

VWe are sending the matching User ID to the e-mail address you provided. YWhen you receive the e-mail message, you can return
to ProviderinfoSource to log in

Go to Provider hoc in Page

Figure 16. Login—Sending User ID.

d) Following is a sample of the email that will be sent containing your User ID
(Figure 17).

"
()
)

(=] & ¥ |7 Your HealthLink ProviderinfoSource request - Message (HTML)

Message | Developer  Adobe PDF

S : = 5 2AFind 7
il i x a Sy fa— Safe Lists Y? ¥ 'E i
& = = A =F & == ||y petea~ | B
Reply Reply Forward | Delets Moveto Creats Other Black o Categorize Follow Mark as send to

to All Folder~ Rule Actions~ || Sender - Up~ Unread || W Select~ OneNote

Respond Actions Junk E-mail il Options F} Find Onelote

From: DoNotReply @healthlink.com

To: Doe, John

o

Subject: Your Healthlink ProviderInfoSource request

Sent: Wed 8/3/2011 7:41 PM

Dear HealthLink ProviderInfoSource User,

In response to your recent request for vour ProviderInfoSource User ID, our records show vour User ID as:
JohnD oel234

To log into ProviderInfoSource now, click the following link or paste it into vour Intemet browser's address line
http:/ ProviderInfoSource HealthLink com

If vou need assistance, or feel vou have received this message in error, please call ProviderInfoSource Customer Service.
ProviderInfoSource Customer Service
Hours : 7:30 AM to 5:30 PM CST. open business davs
Phone: 314-923-6644 or toll-free 877-832-7464.
Recorded messages after 5:30 PM CST

Do not reply to this e-mail. Please contact Customer Service at 314-925-6644 or toll-free 877-832-7464 with any questions or requests.

Figure 17. Login—User ID Email.
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5. Password

a) If you select Password, type your email address and Zip Code, and click
the button (Figure 18).

Please provide the following information. We'll match this information with our records, and you may
then reset your passwaord.

UserlD # |JohnDoe1234

Zip Code: w 12345

w» Indicates a Required Field

Figure 18. Login—Retrieve Password.

b) If the User ID matches ProviderinfoSource’s records, the following window
will display.

c) Enter your answer and click the [SiElslglll button (Figure 19).
Pleaze answer the following security question to verify your infarmation.

Cluestion what is the name of your first emplayer?

Answer

w Indicates a Required Field

Figure 19. Login—Security Question.

d) If the answer matches ProviderinfoSource’s records, a new temporary
Password is randomly generated and displayed. Make a note of the
Password, and then click the link and login using the temporary Password

(Figure 20). After you login, you will be prompted to create a new
permanent Password.

Login

A Temporary password (gx55a5q3rm) was assigned to John Doe (MusickTOG}

Return to Provider Login Page

Figure 20. Login—Reset Password.
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